Record Management Policy

Beal Vale Primary School

Aims
Beal Vale Primary School aims to ensure that all personal data collected about staff, pupils, parents, governors,
visitors and other individuals is collected, stored and processed in accordance with the General Data Protection
Regulation (GDPR) and the expected provisions of the Data Protection Act 2018 (DPA 2018) as set out in the
Data Protection Bill. This policy applies to all personal data, regardless of whether it is in paper or electronic
format.
The School recognises that by efficiently managing its records, it will be able to comply with its legal and
regulatory obligations and to contribute to the effective overall management of the institution. Records provide
evidence for protecting the legal rights and interests of the school, and provide evidence for demonstrating
performance and accountability. This document provides the policy framework through which this effective
management can be achieved and audited.
It covers:
• Scope
• Responsibilities
• Relationships with existing policies

Legislation and guidance
This policy meets the requirements of the GDPR and the expected provisions of the DPA 2018. It is based on
guidance published by the Information Commissioner’s Office (ICO) on the GDPR and the ICO’s code of practice
for subject access requests.

Scope of the policy
This policy applies to all records created, received or maintained by staff of the school in the course of carrying
out its functions.
Records are defined as all those documents which facilitate the business carried out by the school and which
are thereafter retained (for a set period) to provide evidence of its transactions or activities. These records may
be created, received or maintained in hard copy or electronically.
A small percentage of the school’s records will be selected for permanent preservation as part of the
institution’s archives and for historical research. This should be done in liaison with the County Archives Service.

Responsibilities
The school has a corporate responsibility to maintain its records and record keeping systems in accordance with
the regulatory environment.
The person with overall responsibility for this policy is the Head of the School.
The person responsible for records management in the school will give guidance for good records management
practice and will promote compliance with this policy so that information will be retrieved easily, appropriately
and in a timely way. They will also monitor compliance with this policy by surveying at least annually to check if
records are stored securely and can be accessed appropriately. Individual staff and employees must ensure that
records for which they are responsible are accurate, and are maintained and disposed of in accordance with the
school’s records management guidelines.
The school follows the recommendations in the records management toolkit for schools. This has been
produced by the Information and Records Management Society (IRMS).
We will protect personal data and keep it safe from unauthorised or unlawful access, alteration, processing or
disclosure, and against accidental or unlawful loss, destruction or damage.

In particular:
•
Paper-based records and portable electronic devices, such as laptops and hard drives that contain
personal data are kept under lock and key when not in use
•
Papers containing confidential personal data must not be left on office and classroom desks, on
staffroom tables, pinned to notice/display boards, or left anywhere else where there is general
access
•
Where personal information needs to be taken off site, staff must notify the Head Teacher.
•
Passwords that are at least 8 characters long containing letters and numbers are used to access
school computers, laptops and other electronic devices. Staff and pupils are reminded to change
their passwords at regular intervals
•
Encryption software is used to protect all portable devices and removable media, such as laptops
and USB devices
•
Staff, pupils or governors who store personal information on their personal devices are expected
to follow the same security procedures as for school-owned equipment (see our Computing Policy
and acceptable use agreement)
•
Where we need to share personal data with a third party, we carry out due diligence and take
reasonable steps to ensure it is stored securely and adequately protected (see section 8)

Disposal of records
Personal data that is no longer needed will be disposed of securely. Personal data that has become inaccurate
or out of date will also be disposed of securely, where we cannot or do not need to rectify or update it.
For example, we will shred or incinerate paper-based records, and overwrite or delete electronic files or use a
suitable professional confidential waste company that provides certificates of destruction. If we use a thirty
party, we will require the third party to provide sufficient guarantees that it complies with data protection

Relationship with existing policies
This policy has been drawn up within the context of:
Freedom of Information policy
Data Protection policy, Complaints Policy and with other legislation or regulations (including audit, equal
opportunities and ethics) affecting the school.

